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Security

May 5, 1998 – Meeting Minutes
	Called By: Pat Schwartz

	Attendees: Rene Acosta, Jack Barr, Margaret Massey, MJ Mitzenmacher, Neal Rosen, Pat Schwartz, Debbie Stedman, Tom Stewart

	Time: 01:30 PM
	Location: 2206-2

	

	Minutes:

	Margaret and distributed diagrams of the current security process. The Committee reviewed the current security process and suggested keeping the same structure.

The group discussed the need to determine the security access process as well as identify the modules under each respective system area. In order to give security access to a system, you must make each individual security administrator. Once you have security administrator rights, you can then give other the same access. You cannot give a person security access to only one portion of a system (i.e., payroll within personnel/payroll). For example, to give MJ access to the payroll module (since payroll comes under finance), you must give her access to the personnel/payroll system; then she is security administrator to personnel as well as payroll.

Finance also includes setting up approval paths for electronic documents (purchase orders, disbursements) as well as the budget system (separate security). After the initial approval paths are set up, there will be on-going maintenance required. There is security on both the account side and approval path; there is more security in finance than the personnel and student systems. Finance is also responsible for the security within payroll (Time and Attendance) and Student (Credits and Collections).

Following is a list of the security components in each system:

Finance:

● budget (budget transfer has its own security)
● general ledger
● accounts payable
● credits and collections (student needs to view only)
● purchasing
● receiving
● property control


Personnel/Payroll:
● personnel
● payroll (finance needs access for T&A security)


Facilities:
● inventory 
● room scheduling (student needs access to security)


Student:
● fees and tuition (finance needs access to security)
● admissions 
● curriculum
● registration
● student records
● degree audit


Access to security gives you access to all; once set up as security administrator, you have the capability of granting security (to others); module access automatically gives access to that entire module, i.e., facilities--access to both inventory and room scheduling

The group recommends that RACF and Natural security access become part of the hiring process; make it automatic to those whose job requires access to Odyssey. Rene said that Natural controls access by library; access to specific modules depends on the separate environments. He also stated that there will be other applications outside of Odyssey, such as SAFE, ASTRA. Pat said that ASTRA would be interfaced with Odyssey. Will this be seen as a separate application? We need to identify all the interfaced interfaces and any applications that will not be part of Odyssey. Rene stated that all applications will be under Natural.

Jack distributed written directions on the current steps that a user must go through to get access to Odyssey. The group discussed having one form that can be electronically transmitted through the system, such as is done for the RACF access now. The email from the supervisor becomes the authority to provide access. Margaret and Debbie volunteered to develop an automated approval process. Jack volunteered to find out what, if any, Exchange has in terms of electronic signatures. Margaret asked that he also find out when Exchange will be functional and what is the timetable to install the product. 

There is a major flaw in the consortium security as designed. Tom stated that in the student security, it was done without input from the student key users. The security is not based on accounts; security for entering grades is based on social security number. Rene said the consortium should fix the security; this is an issue if the consortium intends on marketing the product to large schools. 

Tom suggested we have someone analyze the security system (screens), it may not be as tough as we think to improve its efficiency. 

Rene stated that the software SecurTree could possibly "plug some holes" in the Odyssey system; it works thru RACF. SecurTree can do security by modules and fields. IRM will review the Securtree within the next 2-3 months. Tom said it would be good to have the security at either the system level or use the first three letters of the modules. 


The following options need to be pursued in order to resolve the Odyssey security issue:

1. Review and identify the capabilities of Securtree (IRM)

2. Request that current outside contractor (E. Marais) expand scope of assignment to research entire security system; current assignment is to work on Finance security. (Murphy; Terry)

3. Hire another outside contractor to research entire Odyssey security to determine if the current system can be modified to meet MDCC needs. (Murphy)


The Committee recommends the following:

1. Initial RACF access become part of HR hiring procedure. An automated approval process is under development.

2. HR should relay to the Chief Security Officer any changes to and termination from assignments that affect security access.

3. An outside contractor be retained to research the entire Odyssey security in order to determine if the security within Odyssey can be modified to meet MDCC needs.


In addition, the group discussed the need to begin testing the approval path process within the Odyssey environment. MJ will work with the Project Office staff to develop a plan to accomplish this task; MJ suggested beginning with the Accounts Payable component of the Finance system.

The next Security Committee meeting will meet end of August 1998. The following action items are assigned for follow up at the next meeting:



Action Items:
1. Develop automated approval process (Margaret Massey; Debbie Stedman)

2. Review capabilities of SecurTree security access software (Rene Acosta)

3. Follow up on capabilities of electronic signatures within Exchange (Jack Barr)

4. Identify applications outside of Odyssey that will require security access (Pat Schwartz)

5. Hire outside contractor for research of Odyssey security (Howard Murphy)

Action/Task Items
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